Data
a Prote
ection and
a
Confidentiality Policy
Introduction
n
This policy setss out Gran
nd Union Housing Group's (GUHG) a
approach to the
on Regu
ulation 20
018 (GDP
PR) and applies to all
Generral Data Protectio
person
nal data held by GUHG re
elating to any ide
entifiable
e living person.
p
Person
nal inform
mation he
eld about our customers will be hand
dled sens
sitively
and co
onfidentia
ally by all staff, age
ents and members
m
s of our Co
ommittee
es and
Board.
It sho
ould be noted
n
that custo mers ma
ay be pa
ast, prese
ent and future
tenants, leaseh
holders or others with who
om we have
h
deallings, including
data h
held on pa
ast, prese
ent and fu
uture stafff.

Polic
cy statem
ment
All em
mployees, Board an
nd Comm
mittee me
embers an
nd agentts must comply
with tthis polic
cy, the Grroup's Da
ata Protection guidance a nd Clean
n Desk
proced
dure in ad
ddition to
o the GDP
PR. In doin
ng so, the
ey will:





Tre
eat all personal and
d sensitive
e informa
ation as co
onfidentia
al.
Com
mply witth the la
aw regarrding the
e protection and
d disclosu
ure of
info
ormation.
Nott disclose
e informa
ation witthout the
e prior informed c
consent of the
ind
dividual concerned
c
d, excep t in the circums
stances d
detailed below
und
der “disclosure” or where ottherwise permitted
d by the l aw.
Nott attemp
pt to gain access tto information the
ey are nott authorised to
hav
ve.

All perrsonal information
n about cu
ustomers of GUHG
G will be:








eld and processed fairly
obttained, he
held for spe
ecific purposes a nd used only for those p
purposes (these
sho
ould be th
he same as
a stated in our Da
ata Protec
ction Notiification)
rele
evant, acc
curate and kept up
p to date
corrrected if shown to
o be inacc
curate
kep
pt no lon
nger tha
an is nec
cessary and
a
destrroyed wh
hen no longer
req
quired, in line with best prac
ctice
pro
otected against los
ss or disc
closure an
nd in acco
ordance w
with the GUHG
Cle
ean Desk procedurre and Da
ata Protec
ction guid
dance.
on request, made ava
ailable to the data subject.
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Objectives








To ensure compliance with the GDPR and regulatory requirements
in relating to confidentiality.
To ensure all GUHG staff are aware of, and understand the
importance of, data protection and confidentiality.
To ensure the protection of personal and sensitive information of
staff and customers.
To ensure customers are able to have access to their own
information within relevant timescales.
To annually review the disclosure categories as part of the Data
Protection Registration process.
To ensure procedures are in place across GUHG partners for staff,
contractors and Board and Committee members regarding
disclosure of personal information.
To ensure all staff receive appropriate data protection training, with
regular updates or when significant data protection guidance
changes.

Other related policies/procedures
Clean Desk Procedure
Data Protection Guidance
Equality, Diversity and Customer Care Policy
IT Security Guidelines
Safeguarding from Abuse Policy

Responsibilities and requirements
1.

All staff have a responsibility to effectively manage personal data.
Managers should ensure all their staff receive adequate training as
described above.

2.

Personal information must be treated as confidential and must only
be disclosed for purposes that are notified to the Information
Commissioner's Office (formerly known as the Data Protection
Registrar), to:



3.

employees of GUHG, where the information is necessary for
their work
others in accordance with the Data Protection notification.

All computerised and manual filing systems containing data relating
to any identifiable living person must be documented in the Data
Information Asset Register which ensures the data is:


identified, including where it came from, is stored, who it has
been shared with, whether consent has been given
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secured
accurate and kept up to date and retained only so long as
required
notified to GUHG's designated Data Protection Officer
(Information Manager).

Such systems must be designed and operated so as to comply with
the Data Protection principles.
4.

Any person may ask GUHG for the data that the parent or partner
associations hold about them. Any such request should be
immediately passed to the Data Protection Officer for action (a
response must be made within 30 calendar days). Any data that the
person is entitled to see must be presented in plain language in
hard copy format. Additionally, where necessary, the information
will be provided verbally.
From 25 May 2018 subject access requests (SAR) are provided free of
charge.

5.

Any breach in the policy must be reported immediately to the Data
Protection Officer. A breach could have very grave consequences for
an individual or GUHG and will be treated as a serious matter.
Disciplinary action, including dismissal in a serious case, will be
taken against any employee of GUHG who commits a breach of this
policy. The employee may also be open to criminal proceedings that
may result in an unlimited fine or a custodial sentence.

Access to information and disclosure outside the group
Staff across GUHG will generally have access to all the information they
need to carry out their work and they have a duty to keep that information
confidential.
In the unlikely event that any information needs to be disclosed to
someone outside the organisation, staff must explain to an individual why
this is necessary and obtain written consent before doing so. If an
individual does not give consent, this should be noted and special
arrangements should be made for recording information and access to it.
However, relevant agreements and protocols are in place that allow for the
exchange of information between GUHG and the relevant local authorities
in relation to the processing of housing applications and in the prevention
of crime and anti-social behaviour.
There are certain situations where, by law, staff do not have to obtain prior
permission to disclose personal information about individuals. These are:


To comply with the law (e.g. the police, Inland Revenue, Council Tax
Registration Office or a court order).
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Where there is a health and safety risk (this will include information
about customers with a history of violence and when other care
professionals are involved in a customer’s care).
When there is evidence of fraud.
In connection with court proceedings or statutory action to enforce
compliance with tenancy conditions (e.g. applications for possession or
for payment of Housing Benefit directly).
The name of a customer and the date of occupancy to utility
companies (where the customer is responsible for direct payment),
providing the customer has agreed to this at the start of the tenancy or
has given consent to the passing on of the information since.
Anonymously for bona fide statistical reporting or research purposes,
providing it is not possible to identify the individual to whom the
information relates (e.g. CORE returns).
Where specifically enabled by the terms of registration of the GDPR.
Where there are declarations of interest by staff, Committee or Board
members.
Where any staff may have concerns about a customer, or related
concerns, under the Safeguarding from Abuse policy.

Any information disclosed must be necessary for the purpose for which it
is disclosed. Therefore, staff should not, for example, disclose details of a
customer’s religious beliefs if only their name and contact details are
needed for the purpose of carrying out repair work.
If it is necessary to discuss individual customers at meetings involving
people from outside the organisation or to refer to them in reports, it is
suggested that they could be referred to by codes, e.g. Tenant A, to
maintain anonymity.

Disposal
All personal information will be destroyed as soon as practicable when it is
no longer needed. The method of disposal should be appropriate to the
confidentiality of the information in accordance with the Group Data
Protection guidance.
NHF guidance should be followed regarding retention and disposal.

Guidance
Guidance relating to data protection and data security will be made
available to all staff via the Intranet (GUS):
General guidance – Information definitions, gathering and using data,
access to data, retention of data and disposal.
-
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Group Data Protection guidance

Tablet and phone security guidance – Proper use, passwords, lost or stolen

IT use

-

Tablet and Smartphone security
guidance for staff

-

IT use and security guidelines

Monitoring
1.

The Executive Management Team of GUHG is required to ensure
compliance across the organisation with this policy.

2.

Leadership team will be accountable for the management of data
protection within GUHG.

Any complaints made relating to breaches or possible breaches of
confidentiality will be reported to the Executive Director of
Operations/Group Chief Executive for investigation and recorded on the
Data Protection Log.
This policy will be monitored as part of the policy review programme.

Data protection impact assessments
When we are planning new processes or projects that involve processing
personal data, including using new technology, we will carry out a Data
Protection Impact Assessment (DPIA). This is to ensure that potential risks
to individuals can be identified and addressed at the beginning of the
planning stage and data protection can be built into the process.
DPIAs will be conducted in accordance with the ICO’s Code of Practice
‘Conducting privacy impact assessments’ and the European ‘Guidelines on
Data Protection Impact Assessments’

Equality Impact Assessment carried out:

initial screen

Customer Consultation:

September 2017

Person responsible for review:

Director of IT

Supported in the review by:

N/A

Ratified by:

Leadership Team
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Date of review:

October 2017

Date of next review:

October 2020
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